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E-SAFETY POLICY (including mobile technology) 

 

 

Introduction 

 

IT in the 21
st

 Century is seen as an essential resource to support learning and teaching, as well 

as playing an important role in the everyday lives of children, young people and adults. 

Consequently, at Westbrook Hay we need to build in the use of these technologies to arm our 

pupils with the skills to access life-long learning and employment. Information Technology 

(including the subject heading of Computing) covers a wide range of resources, including web-

based and mobile learning. It is also important to recognise the constant and fast moving 

evolution of IT within our society as a whole. Currently the internet technologies children and 

adults are using inside and outside school include: 

 

 Websites 

 Email and instant messaging 

 Chat rooms and Social Networking 

 Blogs and Wikis 

 Podcasting 

 Video Broadcasting 

 Music Downloading 

 Gaming 

 Mobile/Smart phones with text, video and web functionality 

 Apps 

 Tablets 

 

Whilst exciting and beneficial, both in and out of the context of education, much of IT, 

particularly web-based resources, are not consistently policed or monitored by external forces. 

Pupils and staff at Westbrook Hay need to be aware of the risks associated with the use of these 

internet technologies. Every endeavour will be made to ensure that suitable restrictions are in 

place to deny access to inappropriate materials. A “firewall” is in place. All Staff and children 

should be aware that although every endeavour is made to block inappropriate material, no 

guarantees can be made that it will not appear on a school computer. 

 

Roles and Responsibilities 

The Headmaster and Governors have ultimate responsibility to ensure that the policy and 

practices are embedded and monitored. 

The Systems Manager is responsible for maintaining a secure and safe network and email 

system. He regularly monitors the use of the school network, files downloaded and sites 

accessed. 

The Head of IT ensures that use of the internet by pupils during the school day is safe and legal 

and that all pupils are regularly taught about e-safety and about the school policy regarding the 

internet, email and mobile technologies. 

New staff receive information about the various policies as part of their induction and existing 

staff have been made aware of their individual responsibilities relating to the safe-guarding of 

children within the context of e-safety and know what to do in the event of a misuse of 

technology.   It is the responsibility of the Designated Senior Person for Child Protection to handle 

allegations of serious misuses of the internet (Appendix 11). 
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Responsible Internet Use 

 

Why is Internet use important? 

 

 The purpose of Internet use in school is to raise educational standards, to promote pupil 

achievement, to support the professional work of staff and to enhance the school’s 

management information and business administration systems.  

 The Internet is an essential element in 21
st

 century life for education. The school has a duty 

to provide children with quality Internet access as part of their learning experience. 

 

How does the Internet benefit education? 

 

Benefits of using the Internet in education include:  

 

 Access to world-wide educational resources including museums and art galleries;  

 Educational and cultural exchanges between pupils world-wide;  

 Access to experts in many fields for pupils and staff;  

 Staff professional development through access to national developments, educational 

materials and good curriculum practice;  

 Communication with support services, professional associations and colleagues. 

 

How will Internet use enhance learning? 

 

 The school Internet access will be designed expressly for pupil and staff use and will include 

filtering appropriate to the age of pupils.  

 Pupils will be taught what is acceptable and what is not acceptable and given clear objectives 

for Internet use.  

 Internet access will be planned to enrich and extend learning activities. Access levels will be 

reviewed to reflect the curriculum requirements and age of pupils. 

 Staff should guide pupils in on-line activities that will support the learning outcomes planned 

for the pupils’ age. 

 Pupils will be educated in the effective use of the Internet in research, including the skills of 

knowledge location and retrieval. 

 

How will pupils learn to evaluate Internet content? 

 

 If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to 

the Head of IT. 

 Schools should ensure that the use of Internet derived materials by staff and by pupils 

complies with copyright law. 

 Pupils will be taught to be critically aware of the materials they read and shown how to be 

selective accepting its accuracy. 

 Training should be available to staff in the evaluation of Web materials and methods of 

developing pupils’ critical attitudes. 
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How will Internet access be authorised? 

 

 The school will keep a record of all staff and pupils who are granted Internet access. The 

record will be kept up-to-date, for instance a member of staff leaving or the withdrawal of 

a pupil’s access. 

 Infants’ access to the Internet will be by adult demonstration with occasional directly 

supervised access to specific, approved, on-line materials. 

 Parents will be informed that pupils will be provided with supervised Internet access. 

 Parents will be asked to sign and return a consent form (Appendix 12) 

 

Mobile Technologies 

 

Many emerging technologies offer new opportunities for teaching and learning including a 

move towards personalised learning and 1:1 device ownership for children and young people.  

Many existing mobile technologies such as portable media players, tablets, gaming devices, 

mobile and Smart phones are familiar to children outside of school too.  They often provide a 

collaborative, well-known device with possible internet access and thus open up risk and misuse 

associated with communication and internet use.  Emerging technologies will be examined for 

educational benefit and the risk assessed before use in school is allowed.  Our school chooses 

to manage the use of these devices in the following ways so that pupils use them appropriately. 

 

Personal Mobile devices (including phones) 

 The school allows staff to bring in personal mobile phones and devices for their own 

use.  In special circumstances the school does allow a member of staff to contact a pupil 

or parent/carer using their personal device. Where a child has been given access to staff 

member’s number, for instance on the ski trip, they shall be asked to delete it at the end 

of the trip. 

 Pupils are not generally allowed to bring personal mobile devices/phones to school.  In 

certain circumstances pupils may be given permission to have a mobile device in school, 

permission may be given by the class teacher. If permission is given, then the device is 

to be kept in a safe place by the class teacher. 

 The school is not responsible for the loss, damage or theft of any personal mobile device. 

 The sending of inappropriate electronic messages between any members of the school 

community is not allowed. 

 Permission must be sought before any image or sound recordings are made on these 

devices of any member of the school community. 

 Users bringing personal devices into school must ensure there is no inappropriate or 

illegal content on the device. 

 

Tablets (iPad Mini) 

 The school is currently in the process of rolling out Tablets for educational purposes to 

Year 7 and 8. 

 There is a separate Acceptable Use Policy which can be found in IT policy document 

folder 

 

How will the policy be introduced to pupils? 

 Rules for Internet access will be posted near all computer systems. 

 Pupils will be informed that Internet use will be monitored. 

 Instruction in responsible and safe use should precede Internet access. 

 We will teach the pupils at Westbrook Hay how to stay safe in this environment and how to 

avoid making themselves vulnerable to a range of risks, including identity theft, bullying  
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 harassment grooming stalking and abuse. Children need to learn how to avoid the risk of 

exposing themselves to subsequent embarrassment. 

 

 

Appendices 

 

Appendix 1 How will email be managed? 

 

Appendix 2 How should website content be managed? 

 

Appendix 3  How will the risks be assessed? 

 

Appendix 4 How will filtering be managed? 

 

Appendix 5 How will staff be consulted? 

 

Appendix 6 How will IT system security be maintained? 

 

Appendix 7 Bullying Harassment and Abuse 

 

Appendix 8  Password Security and Pupils Access 

 

Appendix 9  Safe Use of Images 

 

Appendix 10 How will complaints regarding Internet use be handled? 

 

Appendix 11 The role of the Designated Senior Person for Child Protection 

 

Appendix 12 Responsible Internet Use – Rules for Pupils 

 

Appendix 13  Responsible Internet Use – Rules for Staff 
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Appendix 1  

How will email be managed? 

 Pupils may only use approved email accounts on the school system. 

 Pupils must immediately tell a teacher if they receive offensive email. 

 Pupils must not reveal details of themselves or others, such as address or telephone number, 

or arrange to meet anyone in email communication. 

 Whole class or group email addresses will be introduced in Year 3 when the schools policy 

and details of how to use email safely are formally taught. 

 Access in school to external personal email accounts is blocked. 

 

 

Appendix 2 

How should Website content be managed? 

 The point of contact on the Website should be the school address, school email and 

telephone number. Staff or pupils’ home information will not be published. 

 Website photographs that include pupils will be selected carefully and will not identify 

individual pupils by name. 

 Pupils’ full names will not be used anywhere on the Website, particularly associated with 

photographs. 

 Written permission from parents or carers is obtained when children join the school to allow  

photographs of pupils to be published on the school Website. 

 The Head teacher or nominee will take overall editorial responsibility and ensure content is 

accurate and appropriate. 

 The Website should comply with the school’s guidelines for publications. 

 The copyright of all material must be held by the school, or be attributed to the owner where 

permission to reproduce has been obtained. 

 Updating the main school website is the responsibility of the marketing manager, whilst the 

intranet can be, and is, updated by various other staff. Staff are aware of whose 

responsibility it is to maintain different intranet pages, with FireFly.net, and how this will be 

done within the bounds of the e-safety policy. Staff are also aware of which user groups will 

have access to which pages. Pupils will only be allowed to add or amend content with the 

permission and supervision of an adult in charge, and this content will always be moderated 

before being published. 

 

Appendix 3 

How will the risks be assessed? 

 In common with other media such as magazines, books and video, some material available 

via the Internet is unsuitable for pupils. The school will take all reasonable precautions to 

ensure that users access only appropriate material. However, due to the international scale 

and linked nature of Internet content, it is not possible to guarantee that unsuitable material 

will never appear on a school computer. The school cannot accept liability for the material 

accessed, or any consequences of Internet access. 

 The use of computer systems without permission or for inappropriate purposes could 

constitute a criminal offence under the Computer Misuse Act 1990. 

 Methods to identify, assess and minimise risks will be reviewed regularly. 

 The head teacher will ensure that the Internet policy is implemented and compliance with 

the policy monitored. 

 

Appendix 4 
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 How will filtering be managed? 

 The school will maintain an update content filtering 

system (Smoothwall) to ensure systems to protect pupils, parents and staff are reviewed and 

improved. 

 In the unlikely event that staff or pupils discover unsuitable sites, the URL (address) and 

content must be reported to the Head of IT. 

 The school will ensure that regular checks are made to ensure that the filtering methods 

selected are appropriate, effective and reasonable. 

 

Appendix 5 

How will staff be consulted? 

 All staff must accept the terms of the ‘Responsible Internet Use’ statement before using any 

Internet resource in school. 

 All staff including teachers, supply staff, classroom assistants and support staff, will be 

provided with the E-Safety Policy, and its importance explained. 

 Staff should be aware that Internet traffic can be monitored and traced to the individual 

user. Discretion and professional conduct is essential. 

 

Appendix 6 

How will IT system security be maintained? 

 The school IT systems will be reviewed regularly with regard to security. 

 Virus protection will be installed and updated regularly. 

 Unapproved system utilities and executable files will not be allowed. 

 USB ports on most computers will be disabled as will the ability to write data to a CD/DVD. 

Where those computers are enabled they must be in a location not easily accessible by 

members of the general school population. 

 

Appendix 7 

Bullying, Harassment and Abuse 

Cyberbullying is a particularly pernicious form of bullying because it can be so pervasive and 

anonymous. There can be no safe haven for the victim, who can be targeted at any time or 

place. The school anti-bullying policy describes our preventative measures and the procedures 

that we follow when we discover cases of bullying. Proper supervision of pupils plays an 

important part in creating a safe IT environment in school. Bullying and harassment should 

always be reported to a member of staff. It is never the victim’s fault and he or she should not 

be afraid to come forward. We value all our pupils equally.  It is part of the ethos of Westbrook 

Hay School to promote considerate behaviour and to value diversity. Emails or instant messages 

should not be sent by children to other children in the school unless done so under supervision 

of an adult in charge. Similarly, mobile phone calls or text messages from one child to another 

in school are not allowed. 

 

Appendix 8 

Password Security and Pupils’ Access 

Password security is essential for staff as they are able to access and use pupils’ data. Staff are 

expected to have secure passwords which are not shared with anyone and are renewed on a 

90-day basis. Complexity rules will be applied to ensure staff generate a “strong” password. 

Staff are also instructed to ‘lock’ their computer, or set it to lock automatically whenever they 

are away from it. Pupils have passwords, in Year 1 – 4 this is generic to make it easier for the 

children. In Years 5 – 8 children are permitted to select their own password (complying with 

complexity rules). This will be changed on an annual basis. 
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 Appendix 9  

Safe Use of Images 

Digital images are easy to capture, reproduce and publish and, therefore, misused. We must 

remember that it is not always appropriate to take or store images of any member of the school 

community, visitors to the school, or public, without first seeking consent and considering the 

appropriateness. 

With the written consent of parents (on behalf of pupils) and staff, Westbrook Hay permits the 

appropriate taking of images by staff and pupils with school equipment. 

All parents/guardians will be asked to give written permission to use their child’s photograph 

for marketing purposes, which may include the website, intranet, prospectus, adverts, school 

social media pages on Facebook and Twitter and the local press.  The school will not identify 

children by photograph on the website, but they may be indentified on the Intranet and also by 

the local paper if they run a story and photograph. 

The consent form is considered valid for the entire period that the child attends Westbrook Hay 

unless there is a change in the child’s circumstances where consent could be an issue. Parents 

or guardians may withdraw permission, in writing at any time. Pupils’ surnames will not be 

published by the school alongside their image and vice versa, however the press may insist on 

publishing photographs with full details of children, in which case parents will be informed in 

advance. Email and postal addresses of pupils will not be published. All staff are aware that a 

check must be made before publishing a child’s image in case permission has not been given 

by parents. More information can be found in the Taking Storing and Using Images of Children 

Policy. 

 

Appendix 10 

How will complaints regarding Internet use be handled? 

 We will not tolerate any illegal material and will always report any illegal activity to the 

police and/or the Local Child Safeguarding Board 

 Initially, incidents will be delegated to a senior member of staff, who will report 

allegations to the DSP if he/she decides that the matter is serious. 

 If we discover that a child or young person is at risk as a consequence of online activity, 

we may seek assistance from the Child Exploitation and Online Protection Unit.  

 Any complaint about staff misuse must be referred to the Head Teacher. 

 We will impose a range of sanctions on any pupil who misuses technology to bully, 

harass or abuse another pupil in line with our anti-bullying policy. 

 We seek to work closely with parents and guardians in promoting a culture of E-Safety. 

We will always contact you if we have any worries about your son or daughter’s 

behaviour in this area, and we hope that you will feel able to share any worries with us.  

We recognise that not all parents and guardians may feel equipped to protect their son 

or daughter when they use electronic equipment at home.  We therefore arrange 

presentations for parents from outside specialists for advice on practical steps that 

parents can take to minimise potential dangers to their sons and daughters without 

curbing their natural curiosity and enthusiasm. 

 

Appendix 11 

The role of our Designated Senior Person for Child Protection (DSP). 

We recognise that E-Safety is a child protection and general safeguarding issue.  The 

Headmaster, Mr Keith Young is our DSP and his PA, Miss Sarah Whitehead, the Deputy DSP. 

Both are trained in the safety issues involved with the misuse of the internet and other mobile 

electronic devices. All staff with pastoral responsibilities have also received training in safety 

issues. The DSP will ensure that all year groups in the school are educated in the risks and 

reasons why they need to behave responsibly online. It is the DSP’s responsibility to handle 

allegations of serious misuses of the internet. 
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APPENDIX 12 

 

Responsible Internet Use – Rules for Pupils 

 

We use the school computers and Internet connection for learning. These rules will help us to 

be fair to others and keep everyone safe. 

 

• I will ask permission before entering any Website, unless my teacher has already 

approved that site. 

 

• I will not download any program, picture or game from the Internet without the express 

permission of the IT Master. 

 

• I will use only my own login and password, which I will keep secret. 

 

• I will not delete other people’s files. 

 

• I will not bring external media into school without permission. 

 

• I will only email people I know, or my teacher has approved.  

 

• The messages I send will be polite and sensible. 

 

• I will not send any emails on a mass mailing list – i.e. pupils  

 

• When sending email, I will not give my home address or phone number, or arrange to 

meet someone. 

 

• I will ask for permission before opening an email or an email attachment sent by 

someone I do not know. 

 

• I will not use Internet chat. 

 

• If I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher 

immediately. 

 

• I know that the school may check my computer files and may monitor the Internet sites I 

visit. 

 

• I understand that if I deliberately break these rules, I could be stopped from using the 

Internet or computers. 

 

The school may exercise its right by electronic means to monitor the use of the school’s computer 

systems, including the monitoring of web-sites, the interception of email and the deletion of 

inappropriate materials in circumstances where it believes unauthorised use of the school’s 

computer systems is or may be taking place, or the system is or may be being used for criminal 

purposes or for storing text or imagery which is unauthorised or unlawful. 
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 Responsible Internet Use 

 

 

 

Please complete, sign and return to the School Office: 

 

 

 

Pupil: Form: 

 

 

 

 

Pupil’s Agreement: 

 

I have read and understand the school Rules for Responsible Internet Use. I will use the 

computer system and Internet in a responsible way and obey these rules at all times. 

 

Signed: 

 

 

Date: 

 

Parents Consent for Internet Access: 

 

I have read and understood the school rules for Responsible Internet Use and give 

permission for my son/daughter to access the Internet. I understand that the school will 

take all reasonable precautions to ensure pupils cannot access inappropriate materials. 

 

Signed: Date: 

 

 

Please Print Name: 
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APPENDIX 13 

 

Responsible Internet Use - Rules for Staff 

 

The school computer system provides Internet access to students and staff. This Responsible 

Internet Use statement will help protect students, staff and the school by clearly stating what is 

acceptable and what is not. 

 

• Access must only be made via the user’s authorised account and password, which must 

not be given to any other person. 

 

• School computer and Internet use must be appropriate to the student’s education or to 

staff professional activity. 

 

• Copyright and intellectual property rights must be respected. 

 

• Users are responsible for email they send and for contacts made. 

 

• Email should be written carefully and politely. As messages may be forwarded, email is 

best regarded as public property. 

 

• Anonymous messages and chain letters must not be sent. 

 

• The use of public chat rooms is not allowed. 

 

• The IT network should only be used for private purposes where absolutely necessary. 

 

• Use for personal financial gain, gambling, political purposes or advertising is forbidden. 

 

• The security of IT systems must not be compromised, whether owned by the school or by 

other organisations or individuals. 

 

• You are responsible for ensuring that you do not introduce any viruses onto the school 

IT system. 

 

• You should not download any program, software, game or tool from the Internet without 

the express permission of the IT Systems Manager. 

 

• Serious internet abuse may result in the loss of Internet access or even disciplinary action.  

 

The school may exercise its right by electronic means to monitor the use of the school’s computer 

systems, including the monitoring of web-sites, the interception of email and the deletion of 

inappropriate materials in circumstances where it believes unauthorised use of the school’s 

computer systems is or may be taking place, or the system is or may be being used for criminal 

purposes or for storing text or imagery which is unauthorised or unlawful. 

 

I confirm I have read and agree to the above. 

 

Name:  

 

 

 

Signature:         Date: 


